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ABSTRACT

The escalating integration of smartphones within organizational frameworks has been driven by their
augmented functionality, especially pertinent during the global pandemic. However, this surge in device
utilization has concurrently amplified concerns surrounding security, as sensitive data becomes
increasingly susceptible. In this context, the study conducted a survey to assess the security implications
of smartphone integration while considering thelegal aspects. The findingsunequivocally substantiate the
notion that smartphones pose substantial security risks, particularly when users stray from established
protocols, potentially leading to legal consequences. Drawing from prior research emphasizing mobile
devices' vulnerability, we advocate for a preemptive legal stance, suggesting the installation of anti-
malware software on smartphones as a legally sound countermeasure. By doing so, organizations can
thwart potential hacking endeavors, thereby not only fortifying network security but also mitigatinglegal
liabilities and shielding sensitive information in compliance with relevant regulations. The implications of
this study extend to organizational management and legal teams, enabling them to enact effective polides
that reinforce network security and adhere to evolving legal challenges. This research underscores the
significance of striking a balance between technological integration and safeguarding confidentiality
within the boundaries of the law, offering essential insights for organizational resilience in anincreasingly
digitized landscape while avoidinglegal pitfalls.

Keywords: Compliance regulations, Information technology (IT), Network security, Attacks, Security
concerns, Telecommunication

ABSTRAK

Meningkatnya integrasi ponsel pintar ke dalam kerangka organisasi didorong oleh peningkatan
fungsionalitasnya, terutama selama pandemi global. Namun, lonjakan penggunaan perangkat ini juga
meningkatkan kekhawatiran seputar keamanan, karena data sensitif menjadi semakin rentan. Dalam
konteks ini, penelitian ini melakukan survei untuk menilai implikasi keamanan dari integrasi ponsel
cerdas dengan tetap mempertimbangkan aspek hukum. Temuan ini secara tegas memperkuatanggapan
bahwa ponsel pintar menimbulkan risiko keamanan yang besar, terutamaketika pengguna menyimpang
dari protokol yang sudah ditetapkan, sehingga berpotensi menimbulkan konsekuensi hukum.
Berdasarkan penelitian sebelumnya yang menekankan kerentanan perangkat seluler, kami
menganjurkan sikap hukum preventif, menyarankan pemasangan perangkat lunak anti-malware pada
ponsel cerdas sebagai tindakan penanggulangan yang sah secara hukum. Dengan melakukan hal inj,
organisasi dapat menggagalkan potensi upaya peretasan, sehingga tidak hanya memperkuat keamanan
jaringan tetapi jugamengurangi tanggung jawab h ukum dan melindungi informasi sensitif sesuai dengan
peraturan terkait. Implikasi dari penelitian ini meluas ke manajemen organisasi dan tim hukum, sehingga
memungkinkan mereka untuk menerapkan kebijakan efektif yang memperkuat keamanan jaringan dan
mematuhi tantangan hukum yang terus berkembang. Penelitian ini menggarisbawahi pentingnya
mencapai keseimbangan antara integrasi teknologi dan menjaga kerahasiaan dalam batas-batas hukum,
memberikan wawasan penting untuk ketahanan organisasi dalam lanskap yang semakin digital sambil
menghindari jebakan hukum.

Kata Kunci: Kepatuhan terhadap peraturan, Teknologi informasi (TI), Keamanan jaringan, Serangan,
Masalah keamanan, Telekomunikasi
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INTRODUCTION

Colin (2019) agreesthatorganisations network security experts need awritten security policy. This
will ensure thatthereis confidentiality and trustbetween organisations and mobile users, where datalose,
and sabotage is avoided. The set of policies that are being implemented are to be used by the
administration of IT in organisations. However, maintaining these policiesmaycause a lot of friction and
pointless arguments whichleadsto nothinguseful (Collin,2019).

Mobile devices have effective abilities, more than personal computers (PCs),which can be found in
people’spockets, purses, and bags (Chun & Maniatis, 2009). According to Schaeffer-Filho, Smith, Mauthe,
& Hutchison (2014), mobile devices security has beenneglected to the state of beingattractive targets for
attackers.Smartphone securities have not been up to date with traditional computersecurity (Schaeffer-
Filho et al,, 2014). The probingissue is that smartphones security has not kept bound with modern
computersecurity (Holmes, Byrne, & Rowley, 2013). Mobile devicesare likely to being attacked easily and
cultured mobile malware that can be a threat to the confidential, integrity and availability (CIA) of the
corporatesystemand the data init. Mobile social networking applications sometimes lack detailed privacy
controls (Jansen & Grance, 2011).

Jansen and Grance (2011) stated that, while mobile devices are takingon more abilities that were
formerly available to technical security solutions, they keep failing network security. This means most
mobile phone security depends on the user to make intelligent, cautious choices. Even the most careful
users can still fall victim to attacks on their mobile phones.

Various smartphones have a password feature that locks the device but with the network attacks
that exist, users can be hacked,and unlawful users canstill access personal information (Aviv, Sapp, Blaze,
& Smith, 2012). Permitting features, and by choosing a reasonably multifaceted password at the same
time, can empower encryption, remote wipe capabilities, and antivirus software. Invaders can generate
deceptive WiFihotspots forthe purpose of attacking mobile devicesand may round public WiFinetworks
for indiscreet devices (Gherbi, Aliouat, & Benmohammed, 2017).

Network security model mostly needed to ensure security policies on mobile devices (Enck,
Ongtang, & McDaniel, 2009). Mobile devices are defenseless to network security thatrunon themandin
need of security policies because of the valuable resources that can monitor the devices (Parkinson &
Khan, 2018). This is because of a lack of network security policies transparency. In certain African
countries, it is difficultto identify a specific aspect of the university policy affectingusers.

The highrate of policy changingthat is frequently done without consulting with the users or making
them aware, makes it easier for mobile devices to be attacked (Mukhopadhyay, Chatterjee, Bagchi, Kirs, &
Shukla, 2019). This shows that, if the device is susceptible to several vulnerabilities, it will be at risk of
networkand cross-service attacks. Garfinkel, Juels, & Pappu (2005) mention that,equivalent policies that
mobile devices undergo, create issues and risks that need to be carefully considered along with data
retentionand disposalissues thatthe networkhas.

Atthe crossroads of mobile device integration and organizational security, thisresearch delves into
critical legal aspects while investigating essential questions surrounding user awareness, institutional
communication, and the potential of software administrative empowermentinthe contextof a university.
The centralinquirygoesbeyond mere technological considerations and delves into whether users possess
a comprehensive understanding of legally binding pre-configured policies governing mobile device usage
for university-related tasks, emphasizingthe potential legalimplications of non-compliance.In the midst
of escalating concerns over data leakage dueto misuse orloss, the study also rigorously examines whether
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the university effectively disseminates legally sound information about Mobile Device Management
policies, elucidating the extentto which users are cognizant of protective measureswithin the boundaries
of relevantdataprotection laws.

Furthermore, the research takes a legal perspective to analyze whether conferring software
administrative privileges aligns with prevailing legal frameworks and enhances the university's capacity
tobolsternetwork security within lawful limits. By addressingthese questions from a legal standpoint, the
study aims to unveil potential gaps in policy awareness, communication strategies, and ad ministrative
empowerment thatcould havelegalimplications. This process sheds light on critical legal issues affecting
organizational security and user compliance in the mobile device era, offering insights that can guide
universities in navigating legal complexities while ensuring robust security measures and adherence to
applicablelaws and regulations.

LITERATURESTUDY

Cyber Security

Effiong (2013) pointed outhow technology complicates the environment, wherebynewtreats and
harmfulactivities are experienced with a limited focusand budget on security. Thereis no doubtin what
mobile device can do nowadays which make them more acceptable and easier to work with rather than
computers like in the early days. Lamey (2018) mentioned that people are currently living in a
technological era where they canshare information in an instant and areable to get information quickly.
Withouta doubt the Internet has made things lot possible to be done within a short period of time.
Information can be easily accessed, however, with theavailability of information on the Internet this has
provided cyber criminals with a platform to take advantage of people. In many tertiary institutions,
different crimes are being witnessed going from misconducts of examination, forgery of admission, theft,
assault, and cultism amongst others. Based on recent studies cybercrime is currently experienced as a
form of crime in tertiary institutions, which is reducing and exposing the economy of the nation (Shinde,
2002). With this happeningas experienced inregions of Nigeria and many Western countries, commercial
credibility is notrecognised in employeeswho are appropriately using eCommerce.

Cyber Security in Universities

Highereducationis differentto what had been years ago, which now offers students and employees
engagementthrough online learning systems and other supportingones (Bandara, loras, & Maher, 2014).
Today, understandinginformation systemsand information technologyis not an issue whereby learning
strategies are provided within the internet. Balacheff et al (2009) has assured that wireless network
platformis givento peoplein universities, therefore there are demand thatcomes with been able to access
information on thenetlike howto be protected from allthe mischievous activitiesthat comeswith it.

Furthermore, the focus on open data indicates a trend where raw underlying data is made more
available throughthe net and with appropriate licensing, for reuse by third parties to increase its efficacy.
Open dataillustration needsappropriate datamanagement practices throughoutthelifecycle so thatdata
is excellently conserved and published to be used by others. For online collaborative learning which
included essential security properties such as availability, integrity, identification, access control,
confidentiality can still control network from failure by using the approach based on the public key
infrastructure models (Moneo, Caballe, & Prieot, 2012).
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The identification and levelling of security controls at assured types of data can simply be
accomplished with active association of data managers. These individuals are best positioned to identify
properties,measure which kinds of controlswillbe mostappropriate, that willultimately be responsible
for maintaining the integrity of systems and data (Ferman & [lhan, 2019).

Research in all fields for innovation and universities carry quantities of sensitive information to help
advance and viable programs in areas such as healthcare, engineering, and technology and national
defence (Mirzajani, Mahmud, Fauzi Mohd Ayub,& Wong,2016). Universities are victims of cybercrime as
they havebecome moreestablished insociety, which willmake universities feel their share of the impact.
Serious datawill become a naturaltarget for cyber-attacks.

Therefore, the danger will always be high for information to fall into the wrong hands. However,
majority of universities have experienced damage to status and had to stop important projects or their
work due to attack. Asinformation or system breach can occur, thishas the potential of impacting national
security, due to possible sensitive nature of the information which could been compromised (Chen & He,
2013). This shows thatindividualsand organised people targeting the university and development data
for a purpose also determined to getthe information can compromise the institute to getto access on what
they are looking for and universitiesmust respondto this.

Knowledge/Information security

Universities should begin to conduct in-house audits of the network system risks, management
priorities and systems when using mobile devices to do university work. The role of the IT department
continues beenimportant in protecting growth and reputation. I'T departmentneeds to work closely with
the restofthe university departments so thatthe network system canbe protected againsthacking, cyber
theft, and unforeseen activities (Von Solms, 2001).

Strange behaviours with the usage of mobile devices were observed by information security
specialists (Talib, Clarke, & Furnell,2010). They are all aware of the threatsthat could be unprotected but
still there is no methods in strengthening the security of employees’ phones. Androulidakis & Kandus
(2011) also expressed causes for the harmful behaviour at hand, by looking at the mobile users and the
fact that they are unaware of the possible measures that can be taken or even implemented for them to
avoid security breaches.

Regardless the claims with these problems in hand and thinking if the security controls had been
correctlyplaced this would havebeenavoided but thereis a larger issue that ishighlighted by these (Talib
etal.2011). Thesecan takeonlyone employeetobe compromised or their device to belost and without
proper protection to their mobile devicesthey can easilybe victims of maliciousattacks. Forthe system to
be attacked it only need one malicious insider to steal privileged information. Handling a problem space
with many people can be difference between success and failure in an intimidating task (Bauman & Del
Rio, 2006). As analternative, these experts will tellthe university the loss should be planned by explaining
the on how the insurance and recovery options woks.

There are cases where application of security measure could work to reduce security rather than
improve it. Hence, only the calculation of factors associated with information assetsand seeing how much
an investmentwould return, sadly thisis easier saidthandone (Talibetal,2011).

According to Kritzinger and Smith (2008) mobile phones are today’s necessity for everyone even
more important for employees of the university as the duties can be done through different devices.
However,it also makesthem vulnerableto security threats thatmayresult inaloss of information. There
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are many employees thatare at disadvantaged justbecause there is alimited access to information relating
toinformationsecurity threats for them to be knowledgeable (Puhakainen & Siponen,2010). Puhakainen
and Siponen (2010) also mentioned how unlikely for competitors in more developed societies.

Asthereareever-increasing security threats to mobile device information, Lacey (2010) continued
by stating thatusers are notonly the cause of security cases, thenagain also the prime means of checking,
discovering and determiningsecurity problems.Lacey (2010) further recommended a changein the use
of an approach when making people aware of the security threats using interferences such as changing
people’s responsiveness, approaches and behaviour when coming to the use of technology. The
Information Security Behaviour Profiling Framework (ISBPF) by Ngoqo and Flowerday (2015) proposed
the framework to have better understanding and suggestions between awareness, attitudes and
employees’information security behaviour.

Security Risks

According to Tweneboah-Koduah, Skouby, & Tadayoni (2017), mobile devices will continue to be
targets to security threats whereby it may be physical deviceloss or misuse of application. Reality is this
device now store or they are used for accessing sensitive data especially in workplaces. In educational
environment, electronic learning system and it’s concerned about their privacy and security when using
the system.Robinson (2014) stated that oftenin higherinstitutionsdata isaccessibleto faculties and staff
private data thatcan be reaches in manyways in which this day mobile device is one of the gadgetsthey
use.

Therefore, guidance is needed as to security risks surrounding mobile devices on how to address
various security risks at the university (Gordon,2015). With connection of the Internet that can be
accessed in multiple unsecure ways, and different security applications that users can make use of in
accessing information that was only accessed by the desktop computers, this makes the mobile devices
the subject of security breaches (Botha, Furnell, & Clarke,2009). For safety on the devices there should be
considerate to possible security risks related with mobile devices to progress a complete approach to
mobile device security (Gordon, 2015).

Mobile wireless networksare usually exposed to security threats. The likelihood of eavesdropping,
spoofing, and denial-of-service attacks should be carefully considered. Current link security techniques
often apply within wireless networks reducing security threats. With the use of technology, employees
have effects in term of integrity, confidentiality, and privacy (Ott, 2014). Therefore, information should
always be secure as records, e-portfolio data, and should be safeguarded when using mobile devices in
higher institutions. With security challenge university should ensure that employees have access only to
requiredlearning materialand instructionregardless of thelocation.

Network attacks

Networksrely on numerous lines of protection, but with the use of mobile devices there are security
concerns that keep expanding and organisation’s system cannot bypass those traditional network
securities (Goyal, Jabbari, Kearns, Khanna, & Morgenstern, 2016). Mobile devices are often exposed to
malware and viruses thatmaybe maliciousto the network, thisif objectively modified copieseven delete
importantfiles to the point of compromising the server of the organisation (Guido etal.,2013). Thereare
network attacks that are mainly found on mobile devices that comes as programs such as Cabir, Skulls,
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DroidKungFuand manymorewhich werewritten specifically to attack mobile phones in case of steeling
files (Rogers,2013).

At times recognising all devices and connections on network can be a tricky as per credentials a
person can be connected on multiple devices. Each limit should be appraised to determine the kind of
security controlsnecessaryand how they canbebestorganised (Meidan etal.,, 2018). Boundariesbetween
organisation’s systems and others organisation thatare nearby, and applying con trols to ensure there are
no misuse, or denial-of-service events that are rapidly contained and recovered from if they do occur.
Without taking into considerations terms of service with all cloud service employees to ensure that
organisation’s information and activities are protected with the same amount of security that would intend
to provide on personal devices.

Denial-of-service attacks may be directed at the web server or its supporting network
infrastructure to prevent or hinder your website users from making use of its services. This can include
preventingthe user from accessing e-mail, websites, online accounts, or other services (Goyal et al, 2016).
The most common attack occurs when the attacker floods a network with information, so that it can’t
process the user’s request. Sensitive information on backend databases that are used to support
interactive elements of a web application may be compromised through the injection of unauthorized
software commands.

Cyber criminals may gain unauthorized access to resources elsewhere in the organization’s
networkvia a successful attack on the web server.Cyber criminals may also attack external entities after
compromising aweb server. Accordingto Hoffman (201 3) these attacks can be launched directly from the
compromised server against an external server or by indirectly placing malicious content on the
compromised web serverthatattempts to exploitvulnerabilities inthe web browsers of users visiting the
site. The server may be used as a distribution point for attack tools, pornography or illegally copied
software.

Mobile Device Management

Although mobile devices are effectivein business areasas it makesthe day to be more productive,
it creates IT security challenges and increase risks. In relation to using mobile devices for work related
activities thatworkers have adopted, employees carry outimportant information, wherebythe IT have no
control of it (Henderson, 2011). Implementing Mobile Device Management is to enhance security and
reduce the risk of an information breach of organisation information.

This servicehelps protect University information on smart phones quicklyand easily. Whetherit's
auniversity-owned phone or a personal phone, ifit's used to access campus information or e-mail, it must
be securely configured.In a study conducted by Ostermanet al (2012),alot of employees are expected to
use their mobile devices for work purpose whereby organisations cannotafford to buy employees devices.
With Mobile device managementit is not only secure also gives employees the opportunity to work
anytime from anywhere, which will give satisfaction to the companies’ benefits.

However, no principles have been established yet to evaluate whether such Mobile Device
Management systems correctly provide the basic security functions needed by enterprises and whether
such functions have been securely developed. Therefore, security requirements of a Mobile Device
Management system by modelling a threat and applying a security requirement should be taken into
consideration (Layland et al, 2012). The number of cases of confidential organisation informationleakage
throughmobile deviceshas continued torise.
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Security Culture

Mobile deviceshave developed to the pointthatit became a personalbehaviour to people owning
them. TheIncreased productivity numbers to the organisation which moved theIT culture showing there
is more embracement to it Cheng, Li, Li, Holm, & Zhai (2013). With more flexibility to the organisation,
these portable devices of employees can control the workflow atthe same time approachingthe security
issues thatare regularly address. Although the majority of organisation avoid the use of mobile devices for
work related activities. According to Muogboh and Ojadi (2018) to avoid altering security protocols and
roaming to new policies reducingtheriskincreased exposureto cyberthreats and databreaches.

When implementing security culture in organisations or high institutions, strategies need to be
determined know how to support employees and secure its network (Karlsson, Denk, & Astrém, 2018).
This will illustrate which departments or employees will participate in the program, whereby functions
that are beneficiary to strategies willbe recognised by organisations.Backup and recovery areimportant
asaretobe addressedin theinstance of alost or stolen device. This isimportant to organisational security
and for getting employee back to work and performinggood intheir duties (Muogboh & Ojadi, 2018).

Network Application

Advances intechnologieshaveresulted inmomentous progress towards approaches, requests, and
development of applications (Beghriche & Bilami, 2018). Therefore, newly developed applications
possibilities of considerablybenefits for emerging of mobile networks allowing designers, developers, and
researchersto manage and create mobile network applications. Sharmaand Ramkuma (2017) mentioned
that with wireless connections for mobile devices technology, connectivity of Mobile Ad hoc Networking
(MANET) should progressivelyadapt mobile networking technology to effectively manage ad hoc network
groups which can operate independently on them.

Mobile Application

Mobile application supply channels which transform mobile devices into App Phones, having the
capability of downloading countless applications in an instant. There is sup port of ecommerce within
organisational boundaries which benefits organisations and their employees in understanding the value
of mobileapplications (Murray, 2019).

Many organisations that try to find recruitment for social media in their employees’ achievement
efforts begin by uploading; promotion and educational material on YouTube, Facebook, or providing
information about specific topics (Picazo-Vela, Fernandez-Haddad, & Luna-Reyes, 2016). Engagement
might be simply with information being reachable to others or might interact with sharing from kind of
applications. These activities can help to create responsiveness and change attitudes among potential
people.

According to Murray (2019), modern mobile phonesareincorporated with browsingapplications
such as Opera Minij, Internet Explorer, Mozilla Firefox, used for sharing information resources through
Infrared, Bluetooth, and WiFi. Mobile devices incorporate a sequence of structures used in several
educational environments. Lecturersin higher education make use of SMS as quick access to students for
course requirements, conduction of classes, pop quizzes to students and sending information about
timetableand reminding students aboutimportant dates (Gikas & Grant, 201 3).
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AirWatch

AirWatch is a type of mobile device management which allows better security for smartphones,
tablets,and mostmobile devices that employees of the universityare now privileged to use for their work
(Kaufman, 2009). This is to secure the devices operation even when they are connected to secure WiFi
networks (Pottie & Kaiser, 2000). The service is used to make sure that the existing university network
will only enable you to access your data and e-mails therefore it needs credentials for information to be
accessed.

Mobile deviceshave become more advanced the use of it is powerful even in the workplace. There
isnolonger muchdifference between mobile devices and traditional computers therefore the actionsthat
are takentowards computers regarding securitiesmustbe considerswith mobile devices (Ostermanetal,
2012). Thisisto makesurethatthere would notbe anyexperiencesof data breach, the same way thatis
done with the computers of the higherinstitutions. Accordingto (Kaufman, 2009) mobile devices with i0S,
Android, and windows operation system Airwatch give it the ability to secure any data that may be
sensitiveinformationaboutthe university.

Wireless Technology

Wired technologies have been in use for years, where lecturers, administration and students
communicated though with either learning or teaching. However, universities are movingtowards the use
of wireless technologies (Abowd & Sterbenz, 2000). Wired technology provides limited access for usage
becauseofits lack of mobility. This clearly shows, wired technologies cannot provide anytime, anywhere
functionality benefit offered by mobile wireless technologies (Pottie & Kaiser, 2000). Zheng et al (2013)
also stated that Although with the use of wireless technology there are security issues that people can
experience. The use of unknown Wi-Fi settings, where unidentified applications can be downloaded
connecting with untrusted sites.

RESEARCHMETHOD

This study employs a quantitative research design, utilizing a structured questionnaire
administered to 200 participantsselected through purposive sampling from Northwest University (NWU).
The questionnaire gathers data on universal factors influencing NWU employees, featuring both closed-
ended and Likert-scale questions (Creswell & Creswell, 2017). The collected data are analyzed using
descriptive and inferential statistics to uncover patterns, relationships, and trends. Findings are then
systematically interpreted to derive meaningful insights, followed by the formulation of comments and
recommendations aimed at addressing the identified factors. Ethical considerations are upheld
throughouttheresearch process, ensuring participants' informed consent, anonymity,and confidentiality.
While acknowledging limitations, such as the chosen data collection method and sample size, this
approach providesa comprehensive exploration of the employee-related dynamics at NWU.

RESULT AND DISCUSSION

Research Findings and Analysis

Out of thetotal of 200 questionnaires thatwere sent out to respondents, only one 162 were received
back. Statistical insinuationsand figures were used to discussdata collected (Creswell& Creswell,2017).
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With the attempt of getting all questionnaires back only 80% was received and that made the study
compatible. The statistical sample illustrates that the sample meet rigorous rules that are randomly
selected. All names were allocated a number and numbers were drawn. If somebody did not complete a
questionnaire, the next number was drawn, and the person used. In this way the samples could be
regardedas being representative.

Demographics

The focus of this study is on permanent employees owning mobile devices. On distributing
questionnaires, 162 respondents both male and female participated in the study and were between the
age of 25 and 65 years. Questionnaires were distributed amongstemployees from theage of 25 -65 years
including several departments in the university. Findings show that age groups 20-35 years and 36-45
years both had 49 respondents. Forty of the study respondents were between the age 46-55 years, the
remaining 24 of the respondents werebetween theage of 56-65 years.

Below age frequency table observations contained a total of 162 employees. Of those employees
they fallin categories ofage 25t035,36t045,46to 55and 56 to 65. Employees that are aged between 20
and 35 were (30.2%). The same percentage of 30.2 was age group from 36 to 45. Age group of 46 to 55
years had 40 employees who participated on the study which was 24.7% of them. The least employees
that took parton thestudywereaged 56 to 65 years. Valid percent on the table below shows no difference
between the column and the percentage column. This simply validates that there are non-missing
respondentsin the results. Hence cumulative percent column shows a 100% result of respondents.

Table 1. Gender Anova Table

ANOVA
Gender Sum of Squares Df Mean Square F Sig. Bayes
Factora
Between Groups 2.060 4 .515 2.120 .081 .007
Within Groups 38.138 157 .243

Total 40.198 161

Table 1 above is a model showingdifferentapproachesin a regression command. Thistable show
the break down features of gender and of which amongst male and female have the mostworkinghours.
The sum of square between the groups if 2.060 and within the groupsis 38.138 showingthatindeed male
employees havethe most working hours. The total of themall is 40.198.Degree of freedom is derived by
the total number variables minus one.The study showsthatbetween groups in frequency of 2.120 there
is a slight (0.81) change of females having more working hours. This verifies the significance in results
obtained.

Table 2. Bayesian Estimates of coefficients for working hours

Bayesian Estimates of Coefficients2b.c

Parameter Posterior 95% Credible Interval
Mode Mean Variance Lower Bound Upper Bound

Working 1.800 1.800 .025 1.492 2.108

Hours =1

Working 1.545 1.545 .022 1.252 1.839

Hours =2

Working 1.415 1.415 .005 1.281 1.549

Hours =3

Working 1.484 1.484 .004 1.363 1.606

Hours = 4
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Working 1.292 1.292 .010 1.093 1.490
Hours =5

Table 2 shows thanall variances are below 0. The credible intervalis notrelatively significantto the
p-values this shows thatthe resultsare statistically significant.

Table 3. Employees having the most working hours.
Working hours per week

10orless 11to20 21to30 31to40 40 or more Total

Gender Male Count 2 5 31 33 17 88
Expected Count 5.4 6.0 28.8 34.8 13.0 88.0
% within Gender 2.3% 5.7% 35.2% 37.5% 19.3% 100.0%
% within Working hours 20.0% 45.5% 58.5% 51.6% 70.8% 54.3%
per week
% of Total 1.2% 3.1% 19.1% 20.4% 10.5% 54.3%
Female Count 8 6 22 31 7 74
Expected Count 4.6 5.0 24.2 29.2 11.0 74.0
% within Gender 10.8% 8.1% 29.7% 41.9% 9.5% 100.0%
% within Working 80.0% 54.5% 41.5% 48.4% 29.2% 45.7%
hours per week
% of Total 4.9% 3.7% 13.6% 19.1% 4.3% 45.7%
Total Count 10 11 53 64 24 162
Expected Count 10.0 11.0 53.0 64.0 24.0 162.0
% within Gender 6.2% 6.8% 32.7% 39.5% 14.8% 100.0%
% within Working 100.0% 100.0% 100.0% 100.0% 100.0% 100.0%
hours per week
% of Total 6.2% 6.8% 32.7% 39.5% 14.8% 100.0%

The verdictsintable 3 reveal that 54% of respondents were male. Thishowever is notin-line with
the actual gender composition at Northwestuniversity whose total workforce employment. 38% of male
participants was from the working group of 31-40,which is the sameas female participants with 4 2%.

Findingshighligh the average working hours of employees per week. This wasto compare working
hours between employees of all age groups from 25-65 in North West University Mafikeng Campus.
Discoveries showsthatmajority of employees betweenage group of 25-35 works more than 31 hours per
weekwhichis 23% of employees, hence itshows that they have the mostworking hoursout of all groups.

As the age groups vary in the higher institutions, findings from the study shows the older the
employees the less working hoursobtained. Therefore, betweenagesof 36-55, employees’ peak working
hoursis morethan 21 hoursperweek whereby age group from 36-45 isleadingwith 21%.

According to Morrow (2012), escalation in web applications cloud computing contributes to
employees’ daily work, which increases access of information on devices without management by IT
departments. Results show thatmany employees save their information on the mobile device as itis easy
access in making them more productive regarding their work. Most of the respondents were from the
Faculty of Economics and Management Sciences (FEMS) with 37 participants and 31 of them used their
mobile devicesas a form of information storage and the other 6 participantsdid not.

The supportemployees and employees from Faculty of Natural and Agricultural Sciences (FNAS)
each with respondents of about 30 participants only 27 of them agreed that they use mobile device as a
source of data storage in case of their work and 3-4 other participants did not prefer storing their
informationin theirmobile devices. Faculty of Education with a total of 30 participants only 5 of them did
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not store information on their mobile devices. With Faculty of Humanities, 23 employees took partin the
study and 21 of them stored information in their devices wherebyonly 2 did not.

The least participants were from Faculty of Engineering and all 10 employees used their mobile
devices asa form of storage for universityinformation that they use daily. This simply shows that majority
of employeesin North West University aretechnicallyadvanced and thismakes them more productive in
their daily work routines.

From all the 162 questionnaires distributed amongst six faculties in NWU Mafikeng campus, the
above table 4 and 5 shows thatabout 142 respondents do store information on their mobile devices. Hence
the remaining 20 respondents do not store information on the mobile devicesthis shows thatthe faculty
does have an influence as seenin figure 3 that faculty of engineeringall agreed.

Table 4 below isthe independent sample testthat showsthe significantbetween two variables. As
assumed in the Hypothesis that Storing of information on mobile device is influenced by respondents.
Hence thefrequencyis higherthatsignificationit is accepted tobe true.

Table 4. Independent sample test for influence of faculty in storing on mobile devices 4.4.5

Independent Samples Test

Levene's t-test for Equality of Means
Test for
Equality of
Variances
F Sig. t Df Sig. Mean Std. Error 95% Confidence
(2tailed) Difference  Difference Intervalof the
Difference
Lower Upper
Faculty Equal .832 .363 -1.361 160 .175 -.595 437 -1.458 .268
variances
assumed
Equal -1.463 25918 .156 -.595 407 -1.431 241
variances
not
assumed

[t is very essential that employees know what risks are there when using mobile devices in the
framework of their daily lives. Currently manymobile devices canoffer userstheability to check their e-
mail status. Godwin-Jones (2017) argues that although this technology providesuser convenience, there
are problems thathaveraised.

Based on table 3 above, 88.86% of respondents that took partin the study agrees that they are
familiar with threats that can attack their mobile devices. Along those respondents only 18.52% do not
have a clue on threats that are harmful to mobile devices. 0.6 2% which is approximately 2 candidates that
took part on the questionnaire did not answer the question.

In 162 respondents in table 5 that took part in the study, observations above shows whether
employees are familiar with threats that can attack mobile devices. Of individuals that answered in the
questionnaire somesaid Yes, No and other preferred not to answer. 18.5% of employees wasnot familiar
with mobile device threats, which is 30 of them that said no. With percentage of 80.9 was respondents that
where familiar with the threats. 0.6% which was only 1 participant preferred not to answer. 99.4% of
employees answered. As there is no missing questionnaire, just 1 respondent preferred not to answer,
hence 100% results in the cumulative percent column.
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Table 5. Threats that employees are familiar with.
Which Threats Are You Familiar With

Frequency Percent Valid Percent Cumulative Percent

Valid  Unsecure WiFi 40 24.7 24.7 24.7

Network 26 16.0 16.0 40.7

Spoofing

Phishing 47 29.0 29.0 69.8

Attacks

Spyware 23 14.2 14.2 84.0

Not aware 26 16.0 16.0 100.0

Total 162 100.0 100.0

SIM use toolkits have ability to allow applications admission functions and phone book entries to
spread viruseswith message sending. Wu, Chen, Wu, & Cardei (2007) stated thatmobile users can easily
be intercepted during message broadcastand could be modified by unauthorized partiesafter they reach
data storing centre. For example, when a user clicks a link provided by the phishing mail, they may be
connected to a website provided by the phishing mail and be tricked to download malware onto their
devices.

In taking part in questionnaire respondents had to choose one of the familiar threats between
phishing, spoofing, unsecure WiFi, spyware or if they are not aware. Twenty-four-point seven percent
(24.7%) of respondents, which is 40 participants were familiar with Unsecure WiFi where is popular
following phishing attack whichleads by 29.0%. Respondents that were aware of network spo ofing were
26 which is 16% of them that knew the attack. Only 14.2% of the respondents chose spyware as the
familiar threatand about 16% where unaware of all the threadsthat were mentioned in the questionnaire.

Table 6. Case processing summary
Scale: Mobile Device for Work Purpose

Case Processing Summary

N %

Cases Valid 155 95.7
Excludeda 7 4.3

Total 162 100.0

a. Listwise deletion based on all variablesin the procedure.

Reliability table is commonly used for multiple questionsina questionnaire thatusesa form of scale
to determine if the scale is reliable. Table 6 above is a case summary of the use of mobile devices for work
purposes, this was distributed to 162 employees. Of those participants 95.7% of them took part on the
section and4.3% whichis 7 participants shows thatthey did not take part inthesection.

The reliability statistics table provides theactual value for Cronbach’s alpha thatnormally ranges
from 0 and 1. For this section on whether mobile device is important for work purposes, it shows 0.516
alpha whereas the greater the coefficient, the higher the internal consistency of the variables.

Table 7. Univariate statistics table

Univariate Statistics

N Mean Std. Missing No. of Extremes?
Deviation Count Percent Low High
Satisfaction 161 2.34 1.112 1 .6 0 0
Get Work Done 159 2.38 .884 3 1.9 0 0
Access Services 156 2.52 1.068 6 3.7 0 1
Gender 162 0 .0
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Intable 7 Variablesthat were codes in SPSSwere of multiple question that are underthe section of
how purposeful itis for mobile devices tobe used inthe workplace. Employees wereto answer if they get
satisfaction from using mobile devices because mobile devices are always at reach, it is user friendly,
consistentor for its flexibility. Therefore, 161 respondents, answered this question with only 1 participant
that preferred not to answer. Between 98.1% of respondents 46.9% thought it is because using mobile
devices user friendlyand can get more work donewhere everthe personin.hence 18.0% thoughtit was
because of the flexibility the mobile device has.

With whether the university will get more work done based on the new information technology
159 answered the question and only 1.9% did not take part in the question. 156 respondents answered
the question where they were asked on whether the university policies using mobile devices, system
quality canallowemployees accessto all services.In thiscase 43.2% of employeesthought itwillbe user
friendly for them to be able to access the systems, 34.6% which is 56 respondents thought it will show
consistency in the university systems that they are being updated and that they will be able to access all

systems.
Table 8. Use mobile devices for work purposes.

Item I get satisfaction from University will get more With currentpolicies and
using mobile devices work done based on the usage of mobile devices, all
for my work because it new technology systems systems can be accessed
is? for reasons that itis? allowing employees access

information because itis?
Scale At User Cons Flexi At User Cons Flexi At User Cons Flexible
Range reac Frie isten ble reach  Frie isten ble reach  Frie isten
(1-4) h ndly t ndly t ndly t

Percentage 34% 26% 21% 18% 13% 48% 19% 15% 20% 22% 15% 38%
According to Seppala and Alamaki (2003), the goal of innovative preliminary projects is to create
flexible teaching solutions, which will enable access to information using different devices, and support

learning in a variety of situations. Some promising approaches are looked at in considering limitations.
Severalissuesto be dispensed from three essential properties of mobile computing: communication,
mobility,and portability (Seppald & Alamaki, 2003). Of course, special-purpose systems may avoid some
design pressures by doing withoutcertain desirable properties.

Table 8 above showsthe usage of mobile device for work purpose, three questions were asked and
had tobe answered witha scalerange. Therange isbased on mobile devicesin whether itas at reach, user
friendly consistent or flexible to use it for work purposes. 34% of respondents believed that they get
satisfaction when usingmobile devices for work purposes becauseit is alwaysat reach mostofthe time.
26% of the participants thought because itis user friendly. Because people are always on their mobile
devices and checking their e-mails, it becomes consistent to keep doing their work and 21% of
respondents agrees with that. With mobile devices, as it is portable, 18% of respondents thinks that it is
flexible and getssatisfaction in getting work done.
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Universitywillgetmore work done based on the new technology systems, majority of respondents
thoughtthatitis user friendly with 48%.13% of respondentsthoughtthat their mobile devices are always
at reach and are smarter can also install latest technology systems. People are always checking their
mobile devices; it becomes consistentto keep working and 19% of respondents approves so. With mobile
devices beingsmarter 15% of respondents thinksthatit isflexible gettingmore work done. With current
policies and usage of mobile devices one must be careful in protecting themselves from being victims of
cyber-attacks. Especially with the use of bring your own device to workpolicy all systems can beaccessed
in mobile devices and can access all information regardless how fragileitis.In case of promoting e-learning
this is a good opportunity to higher institutions as employees will be able to access the workload or
whatever information needed at that point. In 162 participants that took part on the questionnaire 20%
ofthem thoughtthatthiswasbestas thedevices areatreach mostofthe time.22% of th em thoughtitwas
because the systems were made to be user friendly to employees. With the consistent option only 15%
opted for thatcategory. Nowadays everyone wants to work at their own comfortso 38% of respondents
thoughtbeingableto access the systemwasa sign of flexibility.

Gender

- Male
- Female

GE 01T

G 019¢

Count
aby

\
\
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ow&mmoqow&mmoqowgmmoqow&m
\

1-3Hours 4-THours 8-11Hours 12orMore

How much time do you spend on the internet weekly

Figure 1. Time spend on the internet weekly.

Aboveis Figure 1 where itshowstime spenton theinternetweekly is categorized according to age
groups of respondents that took part on the study. It shows that the older you b ecame the less time you
spend on the internet according to this research group. In 162 respondents that took part on the study
based on all age groups and gender the usage of internet starts to increase rapidly from 1-3 hours of
internetuse.

All groups reach their peak pointbetween 4-7 hoursof internet usage whereby age group between
25-35 both gender-race are the highest. In all age groups majority of male participants uses internet
especially between 8-11 hours. The internet usage deceases from 12 hours and more and between age
group of 46-55 and 56-65 is showsthat only female participantsusethe Internet.

The Pearson correlation table shows little relationship between age and working hours and
whether thetwo variableshavean influence on time spend on the internet weekly. The sample size is of
162 respondents that took part on the study with no missing response. It shows that in all the variables
Pearson correlation has a strong relationship as seen on Table 13 the matrix of all variablesis 1.

With workinghours as a variablethat hasan influence on time spend using theinternet there is a
positive correlation as it is 0.149 showing that both times spend on the internetand working hours
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increasein value. Agealsoinfluencetime spend on the internetby -0.160 it shows a negative correlation
whereby when one variable increases the otherdecreasesin value. The statistically significant correlation
is 0.05 thatshowsthatthe variables are related and strongly correlates.

Table 9. Reliability Statistics

Reliability Statistics
Cronbach's Alpha N of Items
.516 3

Table 10. frequency table where employees verify applications before downloading.

N Minimum Maximum Mean Std.
Deviation
Do you verify application before 162 1 3 1.56 .510
downloading them
Valid N (list wise) 162

Employees where asked if they do verify applications before downloading them. With only three
participants thatdecided not to respond. Table 9 and 10 above showsthatthe statistics thatwere collected
during the study issignificant and provenbythe standard deviation. As mostpeople are becoming victims
especially in phishing attack this can sometime be because they are not careful enough in protection
themselves when installing or downloading applications. Figure 1 above shows how the respondents
answered on whether they verify application before downloading them. This question was to look at if
people are justdownloading application or knows the proms that comeswith theapplication. About 89 of
the respondents outof the 162 thattook partagreed on verifying the applications to be downloaded before
taking feather actions.Seventy-two (72) of the respondents did not check when installinga downloaded
application on theirmobiledevices.

Figure 2 discuss the types of databases whereby employees can back up their information. In all
162 respondents thattook partin the study 19 of them stored or backed up theirinformation regardless
of ifit was work based ornot on Cloud-Based. Majority of respondents used Drop-Box for backing up their
information and this is 64 of them. With Google-Drive based on the response that was collected 41 of
participants made theirbackup on thattype of database. As thisone is mostly assessable to employees of
the university on theirwork desktops, 37 of respondents used it for backingup the data.

I
o

Respondents

°

o -

CloudBased DropBox GoogleDrive MicroSoft_Onedrive

Where do you normally backup your information

Figure 2. were employees normally backup information.

In guidanceto security risk surrounding mobile devices, theis a way in which vulnerabilities are to
be addressed and varioussecurityrisksat the university Gordon (2015). With connection of the internet
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that can be accessed in multiple unsecure ways, and different security applications that users can make
use of in accessing information that was only accessed by the desktop computers, this makes the mobile
devices the subjectof security breaches (Botha etal,, 2009).

Table 11 above shows vulnerabilities in usage of mobile device in whether employeesare aware of
the security risks aligned using devices for work purposes. Three questions were asked tolook atthelevel
of knowledge the employees have and had to answered with a scale range of ifthey agree, strongly agree,
disagree, or strongly disagree. [t was asked if mobile device security should increase for flexible mobile
device usageand 63 participants stronglyagreed on thatpoint, followed by 72 of them which also agreed
that security should be increased. 26 of the rest of the participants did not think it was necessary for the
security toincrease, with which 20 of them strongly disagreed and only 6 of the disagreed.

Respondents were asked onthe awareness thattheyhad in whetherthey were supposed to protect
the university data even in the use of mobile devices for work purpose. Majority of the respondents said
they were aware of having the responsibility to protect the university data on the use of their mobile
devices.Hence 21 ofthem stronglyagreed on been aware of this condition. 65 of the respondents agreed
on knowing aboutthe data protection. Some of the respondents were notaware that they are supposed to
protect the university data. In which 32 of them strongly disagreed on this and 44 disagreed on this
condition.

As mobile devicesneedto constantly be updated participants were asked if updating anti-virus on
the devices reduces the risks of cyber-attacks. Most employees thought keeping mobile device updated
was a good thing to do to reduce security vulnerabilities. 56 of the respondents strongly agreed on
updatinganti-virus regularlyand 70 of them agreed on this condition. Only a few of them disagreed on this
matterin which only 22 of them strongly disagreed and 14 disagreed.

Correlation between these variables was to check if there is a relationship on whether 162
employees that participated areaware of the vulnerabilities that they canface when usingmobile devices.
The Pearson correlationin Table 11 shows only 161 responded on the relationship between two variables
of flexible access and vulnerabilities whichis clearthat they strongly correlate by 0.517 while increasing
invalue.

The significance of these two variables is 0.13, concluding that there is inflation in both variables.
On being aware of protecting university data while using mobile devices, the response was compared to
the vulnerabilities the university faces. Therefore, it shows in the above table that the variables had 0.21
correlations which represented weak correlation between the two variables. Significance of 2 tailed
between protecting university data and its vulnerabilities is 0.795, concluding that there is no statistical
significance asthemeans of increase variable does notrelateto the other.

Pearson correlation for all three variables is from 0.5 as the vulnerability column is the average
answer to all the questions as answered in the questionnaire, hence the strong correlation relationship
between the variables. The variables are statistically correlated with 0.01 and 0.05 showing the relation
and inflation in the variables. The correlation table answers the research question: Is the university
network vulnerable to modern mobile devices? Clearly showing that employees think that using mobile
devices universitynetworkis indeed vulnerable.

Table 12 above discusses communication safety of mobile devicesespeciallywhen dealingwitha
large group of people.Morrow (2012) stated thatvaluable information should be protected, organisations
must stop making distinction between devices in the complex network and outside of it. The question was
analysed based on the faculty and how the agree or disagree with this condition. Higher pop ulation of
employees agreed thatmobile devices are safer even when dealing with a large group of people in this case
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students. Seventy (70) respondents agreed on the safety of the devices whereby majority of them was
from Support Itwas a tie between faculty of economicsand management sciencesand faculty of natural
agriculturalscienceswith 9 respondents from both departments and this came up to 33 respondents that
strongly agreed on this condition. Twenty-two (22) respondents strongly disagreed on mobile devices
being safe for communication inlarge groupsof people and 36 disagreed.

Data show thatif by restricting accessto application thatare not work related will reduce security
threats mobile devices can undergo. Between two variables that was evaluated, 161 employees who
answered questions of whether the university should restrict mobile devices from accessing other
applicationsnotrelated to university work ethics, and if mobile devices should be safe fromall the security
threats even on employee-owned devicesthrough storing corporate dataandretrievingitfrom corporate
network.

The relationship between the two was detained using Pearson correlation, showing 0.001. This
means firstvariable did not correlate with the changes of the second variables, hence the weak correlation
between thetwo. Table 19 shows a positive correlation which isboth variablesdecrease invalue. There is
no statistical significance between the two variablesbecause the 2 tailed valueis 0.995 as of the decrease
in the employee-owned devices does notrelate to restricting mobile devices.

Correlation was amongst the questions related to how mobile devices should be safe from all the
security threats even on employee-owned devices, through storing corporate data and retrieving it from
corporatenetwork, in whether the university restrict mobile devices from accessing otherapplications not
related to university work ethics and University should make it part of the employee package to ensure
that they get more security for their mobile devices. Evaluate to check whether there is a relationship
between these questions that were answered by employees. Above in Table 4.20 is the Pearson correlation
showing how these variables have an influence on each other. Of all the respondents of 162 employees,
only 1 employeepreferred not to take part.

With Employee-Owned Devicesbeinga dependentto University Issue Own Devices and Employee
Package decreasein valuewith a positive correlation of 0.133and 0.135. Fortwo variables, thereare not
statistically significantbetweenthe variables. Although UniversityIssue Own Devices being a dependent
to Employee-Owned Deviceswitha person correlation of 0.138 thereis apositive correlation even though
it was a weakone. Employee Package variables strongly correlated with each other with the value of 0.364,
as both variables increased in value. There is a statistically significance with 0.000 showing inflation of
variablesrelates. The statistically significant correlation is 0.01 that shows that all variables are related
and strongly correlates.

With the BYOD policy being atuse certain actions needs to be takento protectthe critical dataofa
person’s workplace. The research question on if current policies ensure mobile devices security in
Mafikeng Campus, as perceived on the above table 10 employees did not fully agree on this condition.
Mobile devices are often classified as smart; their operating systems and security characteristics have
quickly progressed as has the trust upon them by organizations to conduct business (Banks, 2010). The
infrequentblend of personaland business use for these devices createsnumerus challenges to managing
their risk. This studyshowsin Figure 8 that 95% of respondentsthat took partagreed on havinga yearly
awarenessinsecurity issues to be educated on how they canreducerisks of been attacked orbeingvictims
of cyber-crime.Five percent (5%) of respondent feltlike there was no need of awareness in security risks
facing users of mobile devices.
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Table 11. Bayesian Estimates of Coefficientsa,b,c on Employeesneed awarenessin mobile

device security threats
Bayesian Estimates of Coefficients2b.c
Parameter Posterior 95% Credible Interval
Mode Mean Variance Lower Bound Upper Bound
Familiar With Treats = 1 1.267 1.267 .013 1.041 1.493
Familiar With Treats = 2 1.374 1.374 .003 1.266 1.482
Familiar With Treats = 3 3.000 3.000 .398 1.761 4.239

a. Dependent Variable: Yearly Awareness

b. Model: Familiar With Treats

c. Assume standard reference priors.

Table 11 shows that all variances are above 0, therefore the above table concludes that the
hypothesisisalternative. This isto showthe claimed hypothesis ofthe researcheristrue employees agreed
thatthereis a need ofawareness to makethembe alertof thesecurities. The credibleintervalis relatively
significant to the p-values this shows that the results are statistically significant. This answers one of the
measures to be taken for mobile securityissuesto be avoided in university.

Are university policies protecting you if the device is beingunderattack Table 4.22 above reveals
how employees feel about this condition whereby most of them disagreed on being protected by the
university ifthey were to experienceanattack andlose the data. Sixty-eight (68) of those respondents said
they disagree on feeling protected and 32 strongly disagreed. However, 48 agreed that there was
protection from current policies iftheywere tolosedataand 12 of them stronglyagreed.4.7.18

In those participants thattook parton the study mostly agreed on the factthat the university should
have a stronger firewall for software-based network security system that allows or block traffic into
networkbased on a set of rules. Eighty-five (85) respondents stronglyagreed on having a firewall and 64
agreed this is about 92% of employeesthatagreed that for the university to have secureinformation they
should havea stronger firewall, hence only 8% disagreed on that manner where 8 respondents strongly
disagreed, and 5 respondents disagreed.

Summary of The Results

Because of the large amount of misuse occurrences, it important to understand how to reduce
possibility of being attacked while using mobile devices and how to protect work ethics of corporate
environments. General restriction canbe suggested on certainlevels to controlworkandbe restrictive by
reducing alleged threat of punishment for IS misuse. Although services through mobile devices can be
convenient, it still has many security issues, which is a huge problem when sensitive information gets
leaked.

The concept of electronic learning, which is a products or services using computer networks, is
particularly well suited for use within mobile computing. Mobile learning, a branch of electronic
commerece, refers to the transmission of data through wireless technology. It incdludes the use of mobile
information terminalsto participate in various activities, which isa newkind of an e -learning capability to
get more work donein onesworking space. This chapter captured and presented the data accordingto the
statistical analysis. From the findings, it is evident that deficiencies existin the overall management of
mobile device securityand must beaddressed to educate employees on how tobe cyber-attack free.

Answeringto Research Questions

How is the universitynetwork vulnerableto modern mobile devices?
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Universities are finding employees more productive when using mobile devices, and benefits are
toogreattoignore. Theliberation factorsimpose on mobile device security issues, the security risks within
the university administration which is importantin the case of promoting intelligence in Information
technology and its massive growth of modern mobile devices (Gordon, 2015).

Users arethree timesmore likelyto respond to a phishing attack on a mobile device than a desktop,
accordingto Gordon (2015),in partsimply becausea phoneis wherepeopleare mostlikelyto firstsee a
message. While of users click on phishing-related links,accordingto Freiberger-Verizon & Watts-Verizon
(2018). Corporate mobile devicesuse Wi-Fi almost three times as much as they use cellular data. Nearly a
quarter of deviceshave connectedto open and potentially insecure Wi-Finetworks, and of those devices
aman-in-the-middle attack in which someone maliciously intercepts communication between two parties
within the most recentmonth. As mobile devices need to be updated constantly, participants were asked
ifupdating anti-viruson the devices reduces the risks of cyber-attacks. Most employees thought keeping
mobile device updated wasa good thing to do to reduce security vulnerabilities.

Which measures are to be taken for mobile security issues to be avoided at the university?

In those participantsthattook parton the study mostly agreed on the factthat the university should
have a stronger firewall for software-based network security system that allows or block traffic into
networkbased on a set of rules. Eighty-five (85) respondents stronglyagreed on having a firewall and 64
agreed this is about 92% of employeesthatagreed that for the university to have secure information they
should have a stronger firewall

This study showsin Figure 2 inchapter 4that95% of respondents thattook partagreed on having
a yearly awarenessin security issues to be educated on how they can reduce risks of been attacked or
being victimsof cyber-crime. Five percent (5%) of respondentfelt like there wasnoneed of awareness in
security risks facingusersof mobile devices. Therefore, thereuniversity should considerthese measures
to ensure the safety of their data.

What are the perspectives of current policies ensuring mobile devices security at Mafikeng

Campus?

Table 4.20 in chapter4 answers the lastresearch question whereby, with the BYOD policy being at
use certain actions needs to be taken to protect the critical data of a person’s workplace. The research
question on if current policies ensure mobile devices security in Mafikeng Campus, as perceived on the
above table 12 employeesdid not fully agree on this condition.

Murtagh & Legendre (2014) mentioned that with network attacks in universities, the likelihood of
controllingthem is commonly failed to be addressed, with security issues where mobile devices have made
it easier for hackers to exploit systems which may compromise sensitive data. A ccording to Seppala and
Alamaki (2003),thegoal of innovative preliminary projectsis to create flexible teaching solutions, which
will enable accessto information usingdifferentdevices,and supportlearning ina variety of situations.

With current policies and usage of mobile devices one must be careful in protecting themselves
from being victims of cyber-attacks. Especially with the use of bring your own device to work policy all
systems can be accessed in mobile devices and can access all information regardless how fragile itis. In
case of promoting e-learning thisis a good opportunity to higherinstitutionsas employees willbe ableto
access the workload or whatever information needed at that point. In 162 participants that took part on
the questionnaire 20% of them thought thatthiswasbestasthe devices are atreach mostofthe time. 22%
of them thought itwas because the systems were madeto be user friendly to employees.
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Discussion

The major objective of the studywasto investigate whether NWUemployees are aware of security
concerns associated with mobile devices. Therefore, to fully understand the purpose of the study, the
researcher drew questions that will fulfil and explain the meaning behind each of the above research
objective.

To Determine the Impact of Network Securities That canbe Improved in NWU Mafikeng
Campus to Ensure the Safety of Mobile Devices.

The first objective stresses the impact of network securities that can be improved to ensure the
safety of mobile devices. From the findings, it is evident that most respondents were aware and familiar
with mobile device threats and only few had no clue of these threats. Also, at least 50 respondents
mentioned thatthey spend atleast8to 11 hourson the internet weekly which canleave them vulnerable
to online attacks. Until NWU can make their employee’s mobiles devices against security threats, they
cannotriskspending alotoftime on theinternet.

This action will give attackers enough time to track their devices and access their information.
Therefore, the university should take measure in ensuring safety from all the security threats even on
employee-owned devices through storing corporate data and retrieving it from corporate network
Shammar and Zahary (2020) stated there are serious concerns about the danger on the growth of
technology, particularly regarding privacy and security; hence the university should startaddressing these
concerns.Findingsrevealed thatrespondentsagree thatifthe university could create yearly awareness of
security issues associated with mobile devices, thiswill reduce therisks of the attacks.

To Consider Influential NetworkPolicies Available in NWU for Protecting the Security of
Mobile Devices.

The second objective shows concerns about policies that are and should be in place, which
influences the protection for network security of mobile devices. The findings presented demonstrates
that many employees disagree that the university hasn’tbothered in taking measures to protect their data
when allowing its employees to use personal owned devices. Respondents therefore believe that their
informationwill besecure if they wereaccessingtheir datafrom devices issued by the university.

Personal owned mobile devices of NWU employees’ poses threats because they do notrestrict users
from any sites, even thosethat appearto be harmful ones. According to (Tamin, 2017) usersshould trust
Information security managementin context of mobile commerce. Therefore, if the university were to
issuesitsown devices to accessonlyuniversity data, the deviceswouldn’'tallow users to accessunknown
sites or anonymoussites thatmay harmuniversity data. Preventing possible infection would mainlyrely
on mobile users’ appropriate behaviour (Dang-Pham & Pittayachawan, 2015). The devices would also
keep track of user ID,what sitesthey visited, how long were they online, what fileswere accessed and so
on. Since the universityisn’'tissuingits owndevicesto their employeesfor security measure purposes, for
now it should have a strong firewall for software-based network security thatallows or block trafficinto a
networkbased on a set of rules. Furthermore, employeesalso agree thatthe university should make it part
of the employee packageto ensure that they getmore security for their mobile devices.
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To Assess the Vulnerabilities of the Modern Mobile Devices in Network Security.

The third objective is apprehensive with network security concerns that may pose threats to mobile
devices of NWU employees. The finding presented in Chapter 4 show that more than 130 respondents
agrees that mobile devices security should be increased and made flexible for access to university data.
This provesmany are finding the university security weak with large room for improvement. This causes,
or ratherlead and spark an idea in each individual employee in the NWU Mafikeng campus that they
should be alarmed of protecting their own university datastored in their mobile devices. An adversary can
eavesdrop, delay,drop, replay, and modify messagesand masquerade asany sender (Egners, Marschollek,
& Meyer, 2012), hence the university needsto improve security approachesaddressingattacksagainst the
network. Thismeans there should beanimplementation of a virtual machine manager which will become
the trusted base.

Since the university is dragging their feet in implementing an advance security measure against
vulnerabilities of mobile devices innetwork security, their employees cannotkeep on dependingon them
tokeep theirpersonal information safe. Hence, they use their own personalmobile devicesto keep some
of their information.

Other findings presented in the previous chapterthat supportthe third objectives are of those
related to employees updating theirmobile device anti-malware. This,however, enables their mobile
devices to be more secure from network vulnerabilities, enabling them so securely access their
university information without having to worry aboutunauthorized users.

Legal Implications and Recommendations: Safeguarding University Mobile Device
Security

In the evolving landscape of mobile device integration within university settings, it isimperative to
comprehend the legal dimensions of ensuring data protection and security (Dwivedi et al, 2020). This
section delvesinto the legal implications arising from potential breaches, examines legal awareness and
compliance, discusses the alignment of Mobile Device Management (MDM) policies with data protection
laws, evaluates Bring Your Own Device (BYOD) policies in terms oflegal considerations,and explores the
role oflegal safeguardsin enhancing security.

A fundamental facetilluminated by this study is the need for heightened legal awareness among
university employees. The findings underscore that a substantial proportion of respondents lack a
comprehensive understanding of the legal ramifications associated with security breaches linked to
mobile device usage. Universities have a duty to promote legal education and awareness programs that
enlighten staff about the legal risks entailed in mishandling data or engaging in unsafe online practices
(O’Connell & DiFonzo, 2018). Transparent communication of legal obligations can significantly boost
compliance, fostering a more secure digital environment.

The researchaccentuatesthesignificance of effectively disseminating MDM policies. However, this
dissemination must be coupled with policies that stand up to legal scrutiny and adhere to data protection
regulations such as the General Data Protection Regulation (GDPR) or Health Insurance Portability and
Accountability Act (HIPAA), depending on jurisdiction. Collaboration between legaland IT departments is
paramount to crafting policies that safeguard sensitive information while respecting users' rights and
privacy. The integration of legal expertise in policy formulation ensures that data security is promoted
within theboundaries of thelaw.
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While Bring Your Own Device (BYOD) policies offer flexibility, they introduce complex legal
considerations. The research underscores the necessity for universities to harmonize convenient access
to information with the protection of critical data. Legal teams mustreview BYOD policies to encompass
thelegalimplicationsrelated to staff accessing university dataon personal devices. With the potential for
unauthorized access and data leakage, legal experts should collaborate with IT departments to draft
policies outlining acceptable use, datahandling and security measures, all aligned with pertinentlaws.

The study identifies a prevalent sentiment among respondents advocating for a stronger firewall
for network security. Legal collaboration with IT departments is vital to assess the legal implications of
implementing advanced security measures such as firewalls. These measures must not only uphold the
university's interests but also safeguard the rights of users. In addition, legal professionals can play a
pivotal role in framing clauses within employment contracts or service agreements that require staff to
adhereto security protocols. This proactive step minimizes legal risksarisingfrom potential negligence.

In the intersection of mobile device integration and organizational security, legal considerations
stand as alinchpin (Goggin,2021). Thisresearch underscores the pivotal role of universitiesin embracing
not only technological measuresbutalso legal awareness, compliance, and alignment with data protection
regulations. By weaving legal expertise into the fabric of policy development and practices, universities
navigate the intricate realm of mobile device security with finesse, thereby mitigating potential legal
liabilities. This collaborative approach ensures that organizational security is bolstered within the
contours of the law, ultimately fostering a safer digital environment that is conducive to both academic
excellence and efficient administrative functions.

CONCLUSION

In an era characterized by rapid mobile device evolution, this study's focus on bolstering mobile
device security within the NWU context underscores the paramountimportance of aligning security
practices with legal considerations. The study's findings reveal alarming gaps in user awareness and
familiarity with data protection technologies, which necessitate immediate attention. The overarching
strategy recommended herein entails raising user awareness about se curity risks while concurrently
implementing legally compliant anti-malware software to proactively counter potential threats. NWU's
journey within the digital landscape necessitates a harmonious convergence of technological innovation
and legal safeguards. The study'sinsightsunderline the significance of informed users fortified with legally
sound anti-malware solutions, effectively erecting a resilient defense against security breaches. By
executingthis multifaceted strategy, NWUnot only fulfills its commitmentto technological advancement
but also adheres to legal and ethical standards, thereby cultivating a secure digital environment. In
conclusion, this researchunderscores the intrinsicconnection betweenlegal compliance, user awareness,
and robust security, offering NWU a pathway to navigate the digital frontier with confidence and legal
acumen.
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